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(57) Abstract 

The digital network modem has a built-in Dynamic Host Configuration Protocol (DHCP) mechanism for dynamically assigning 
network addresses to clients on the local network. To prevent confusion with a potentially existing DHCP server on the local network, 
an autosense mechanism is provided to detect the existence of a DHCP server and disable the internal, built-in DHCP mechanism. At 
power-on, the modem has no knowledge of clients on the local network, and the addresses in use are checked prior to operation. Addresses 
in use are placed in a list in a store of unknown addresses, and are not assigned to clients requesting DHCP addresses. When a DHCP 
client requests an address and has as its current address one of the addresses on the list, the current address is removed from the list. The 
list of unusable addresses is thus minimized and the same address will not be used for two clients. 
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DIGITAL NETWORK MODEM WITH AN INTEGRATED DHCP SERVER 
Field of the Invention 

The present invention relates to a digital network modem, such as an ISDN or a 
5 DSL modem, and more particularly to a digital network modem having a 
dynamic host configuration protocol (DHCP) server function integrated into 
the modem. 

Background of the Invention 

10 To facilitate network management in local area networks (LANs), it is known 
to provide servers called dynamic host configuration protocol or DHCP 
servers. These servers respond to requests from clients connected to the 
network to receive assigned dynamic addresses for communication purposes on 
the network. The advantage of using such a dynamic address assignment is that 

1 5 new clients can be added easily, and the effort to manage the addresses used on 
the network is reduced. In most cases, a DHCP server is provided by software 
added to a network server. 

When a network which was previously not connected to other networks or 
20 when a network needs a faster or additional connection to other networks, 
digital network modems are added to provide the desired connection. Network 
modems, such as ISDN modems, are assigned an address on the LAN. When 
DHCP is used, clients on the LAN are assigned their addresses and can 
recognize the modem as a router or gateway by consulting the DHCP, and in 
25 this way, each client does not need to have prior knowledge of any fixed 
address for the modem. 

Computer networks are being installed in more and more residential, office and 
industrial environments, and the increase in the number of such networks has 
30 increased the need for skilled technicians required to configure and maintain 
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such networks. While computer networks were very uncommon a few years 
ago for home users, it is now economically feasible and desirable to 
interconnect computer devices in a home environment. Any simplification of 
the task of network management is important from the perspective of both 
5 increased reliability and reduced training for the network manager. DHCP 
therefore offers many practical advantages in managing a network, even for 
relatively small networks found in homes or small and medium businesses. 
While some network administrators have taken the time to obtain and install 
DHCP, many others have not, particularly in home and small business 
1 0 environments . 

While it would be advantageous to provide a DHCP server function integrated 
with a component to be added to a network, such as a digital network modem, 
for those who would benefit from a DHCP, it is imperative to avoid installing 
15 two DHCP servers on the same network, since the result would be confusion 
and malfunction. Furthermore, having to choose between one modem including 
DHCP functionality and another modem without DHCP requires the 
manufacture, distribution and stocking of separate types of modems, and 
complicates the purchasing choice. 

20 

Summary of the Invention 

It is therefore an object of the invention to provide in a digital network modem 
(i.e. a router or gateway device) a mechanism for dynamically assigning 
network addresses on a LAN, such as DHCP, which mechanism has an 
25 autosense feature to automatically shut itself off when the modem detects that a 
similar device is present on the LAN. 

According to the invention, there is provided a network modem device 
comprising an integrated mechanism for dynamically assigning network 
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addresses on a network. The device further comprises a controller circuit 
connected to the integrated dynamic network address assignment mechanism 
and detecting the presence of a dynamic address assignment server on the 
network. The integrated mechanism is disabled when the dynamic address 
5 assignment server on the network is detected. 

The invention also provides a method of enabling/disabling a mechanism for 
dynamically assigning network addresses on a network, the mechanism being 
integrated into a network modem device. The method comprises detecting a 
10 presence of a dynamic address assignment server on the network, and disabling 
the integrated mechanism when the dynamic address assignment server is 
detected on the network. 

It is yet another object of the invention to provide a mechanism for 
15 dynamically assigning network addresses on a LAN, such as DHCP, which is 
able to handle a reinitialization, for example as a result of being turned off and 
on, without disrupting any clients on the network. According to this feature, the 
mechanism for dynamically assigning network addresses pings all addresses 
within its range at power on. The mechanism then reserves any addresses 
20 which have responded. New clients requesting dynamic addresses are assigned 
new addresses within the range, and existing clients request a new address 
periodically. When an existing client having one of the reserved addresses 
requests a new dynamic address, the address is removed from the list of 
unkown and reserved addresses. 



WO 00/27094 




PCT/CA99/01014 



-4- 



Brief Description of the Drawings 

The invention will be better understood by way of the following detailed 
description of a preferred embodiment with reference to the appended 
drawings, in which: 

5 Fig. 1 is a schematic block diagram of the LAN ISDN modem according 

to the preferred embodiment connected to a LAN to which a configuration 
station and a network DHCP server are also connected. 

Detailed Description of the Preferred Embodiment 

10 As illustrated in Fig. 1, the digital modem 10 according to the preferred 
embodiment is an ISDN modem having a plurality of functional components 
shown in Fig. 1. The separation of components illustrated in the separate 
blocks in Fig. 1 is for the purposes of illustration only, and does not necessarily 
reflect the physical separation of components in the real device which is built 

15 from both hardware and software/firmware components. 

When the modem 10 is connected to the Ethernet local area network (LAN) 22 
and powered up, a LAN interface 12 and a modem address initializer unit 14 
become active. In operation, the modem 10 directs data traffic via router 18 
20 onto the selected ISDN channel 20. The initializer unit 14 broadcasts a DHCP 
discover message on LAN 22 to detect whether a Dynamic Host Configuration 
Protocol (DHCP) server 28 is present on the LAN 22. While it is essential to 
check for the existence of a server 28 at start-up, it is also preferred to check 
for the existence of such a server 28 periodically. 

25 

If a response is received from the server 28, initializer 14 sends a disable signal 
to the modem's own DHCP server 16. The modem will be assigned a static 
address, either by direct communication through console 15, or by remote 
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communication at configuration station 24 using the modem monitor program 
26. 

If no network DHCP server 28 is present on the LAN 22 , then no response is 
5 received to the DHCP discover message sent by initializer 14. The DHCP 
server 16 is then not disabled, and it will be able to operate as a DHCP server 
on network 22. The modem 10 is assigned a static address, either by direct 
communication through console 15, or by remote communication at 
configuration station 24 using the modem monitor program 26. When modem 

10 10 functions as a DHCP server, DHCP server 16 will reply to DHCP discover 
packets broadcasted by clients 30 and 32 (and possibly station 24) to configure 
their IP addresses. In the preferred embodiment, when the clients 30,32 are 
using dynamic addresses and the only DHCP server is 16, all the clients are 
configured by the modem's DHCP component 16 using addresses in the 

15 factory defined range of addresses: 192.168. 1.2,. ...192.168. 1.50 

In the preferred embodiment, a client station 24 includes a modem monitor 26 
which allows the user to manually set the active/inactive state of the DHCP 
server, in the event that the network manager wants to disable the DHCP server 
20 16, or at a later time re-enable the DHCP server 16. The modem monitor 
interface is HTML-based and provides a simple interface. 

Server 16 also handles a reinitialization, for example as a result of being turned 
off and on, without disrupting any clients on the network. Server 1 6 pings all 
25 addresses within its range at power on. Any addresses which have responded to 
the ping are placed on a reserved list 17 of unknown status addresses. These 
unknown addresses could be DHCP clients or static addresses. New clients 
requesting dynamic addresses are assigned new addresses within the range of 
the modem and which are not on the reserved list or list of other addresses 
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already assigned to DHCP clients since power on. Existing clients request a 
new address periodically, based on their lease time, which can vary from 
minutes to months. When an existing client having one of the reserved 
addresses requests a new dynamic address, the address is removed from the list 
5 of unknown and reserved addresses. This frees up the otherwise reserved 
address. As will be appreciated, a DHCP server would normally copy all 
address and lease time data to fixed storage and recover from a shut down by 
retrieving the data from fixed storage. According to the invention, the DHCP 
mechanism integrated into the modem does not require fixed storage, due to the 
10 use of its start-up check for addresses in-use and subsequent free-up of those 
addresses belonging to DHCP clients upon renewal. 
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CLAIMS 

1. A network modem device comprising an integrated mechanism for 
dynamically assigning network addresses on a network, the device being 
characterized in that it further comprises a controller circuit connected to said 
integrated mechanism and detecting a presence of a dynamic address 
assignment server on the network, wherein said integrated mechanism is 
disabled when said server is detected. 

2. The device according to claim 1, wherein said device is a digital 
network modem. 

3. The device according to claim 2, wherein said device is an ISDN 
modem. 

4. The device according to one of claims 1 to 3, wherein said integrated 
mechanism provides a DHCP server function. 

5. The device according to claim 4, wherein said controller circuit 
broadcasts a DHCP discover message on the network and listens to a response 
to detect said presence of said server. 

6. The device according to one of claims 1 to 5, further comprising a start- 
up mechansim and a memory store of unknown used addresses, said start-up 
mechanism checking the availability of addresses on the network and placing 
used addresses in the memory store of unknown used addresses, said integrated 
mechanism for dynamically assigning network addresses on a network 
selecting new addresses not included in said store of unknown used addresses, 
and removing addresses from said store of unknown used addresses when a 
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client having one of said addresses in said store of unknown used addresses 
requests a dynamically assigned address. 

7. A method of enabling/disabling a mechanism for dynamically assigning 
network addresses on a network, said mechanism being integrated into a 
network modem device, the method comprising: 

detecting a presence of a dynamic address assignment server on the 
network, and 

disabling said integrated mechanism when said server is detected. 

8. The method according to claim 7, wherein said device is a digital 
network modem. 

9. The method according to claim 8, wherein said device is an ISDN 
modem. 

10. The method according to one of claims 7 to 9, wherein said integrated 
mechanism provides a DHCP server function. 

11. The method according to claim 10, wherein said detecting comprises 
broadcasting from said device onto said network a DHCP discover message 
and listening to a response to detect said presence of said server. 

12. The method according to one of claims 7 to 11, further comprising: 
checking the availability of addresses on the network after power on and 

loss of memory of previously dynamically assigned addresses; 

storing the used addresses in a store of unknown used addresses; 

selecting new addresses not stored in response to a request for a 
dynamically assigned address; and 
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removing an address from said store of unknown used addresses when a 
client having one of said addresses in said store of unknown used addresses 
requests a dynamically assigned address. 
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such networks. While computer networks were very uncommon a few years 
ago for home users, it is now economically feasible and desirable to 
interconnect computer devices in a home environment. Any simplification of 
the task of network management is important from the perspective of both 
5 increased reliability and reduced training for the network manager. DHCP 
therefore offers many practical advantages in managing a network, even for 
relatively small networks found in homes or small and medium businesses. 
While some network administrators have taken the time to obtain and install 
DHCP, many others have not, particularly in home and small business 
10 environments. 

While it would be advantageous to provide a DHCP server function integrated 
with a component to be added to a network, such as a digital network modem, 
for those who would benefit from a DHCP, it is imperative to avoid installing 
15 two DHCP servers on the same network, since the result would be confusion 
and malfunction. Furthermore, having to choose between one modem including 
DHCP functionality and another modem without DHCP requires the 
manufacture, distribution and stocking of separate types of modems, and 
complicates the purchasing choice. 

20 

Summary of the Invention 

It is therefore an object of the invention to provide in a digital network modem 
(i.e. a router or gateway device) a mechanism for dynamically assigning 
network addresses on a LAN, such as DHCP, which mechanism has an 
25 autosense feature to automatically shut itself off when the modem detects that a 
similar device is present on the LAN. 



According to the invention, there is provided a network modem device 
comprising an integrated mechanism for dynamically assigning network 
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addresses on a network. The device further comprises a controller circuit 
connected to the integrated dynamic network address assignment mechanism 
and detecting the presence of a dynamic address assignment server on the 
network. The integrated mechanism is disabled when the dynamic address 
5 assignment server on the network is detected. 

The invention also provides a method of enabling/disabling a mechanism for 
dynamically assigning network addresses on a network, the mechanism being 
integrated into a network modem device. The method comprises detecting a 
10 ' presence of a dynamic address assignment server on the network, and disabling 
the integrated mechanism when the dynamic address assignment server is 
detected on the network. 

It is yet another object of the invention to provide a mechanism for 
15 dynamically assigning network addresses on a LAN, such as DHCP, which is 
able to handle a reinitialization, for example as a result of being turned off and 
on, without disrupting any clients on the network. According to this feature, the 
mechanism for dynamically assigning network addresses pings all addresses 
within its range at power on. The mechanism then reserves any addresses 
20 which have responded. New clients requesting dynamic addresses are assigned 
new addresses within the range, and existing clients request a new address 
periodically. When an existing client having one of the reserved addresses 
requests a new dynamic address, die address is removed from the list of 
unkown and reserved addresses. 

25 
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CLAIMS 



1. A network modem device comprising an integrated mechanism for 
dynamically assigning network addresses on a network, the device being 
characterized in that it further comprises a controller circuit connected to said 
integrated mechanism and detecting a presence of a dynamic address 
assignment server on the network, wherein said integrated mechanism is 
disabled when said server is detected. 

2. The device according to claim 1, wherein said device is a digital 
network modem. 

3. The device according to claim 2, wherein said device is an ISDN 
modem. 

4. The device according to one of claims 1 to 3, wherein said integrated 
mechanism provides a DHCP server function. 

5. The device according to claim 4, wherein said controller circuit 
broadcasts a DHCP discover message on the network and listens to a response 
to detect said presence of said server. 

6. The device according to one of claims 1 to 5, further comprising a start- 
up mechansim and a memory store of unknown used addresses, said start-up 
mechanism checking the availability of addresses on the network and placing 
used addresses in the memory store of unknown used addresses, said integrated 
mechanism for dynamically assigning network addresses on a network 
selecting new addresses not included in said store of unknown used addresses, 
and removing addresses from said store of unknown used addresses when a 
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client having one of said addresses in said store of unknown used addresses 
requests a dynamically assigned address. 

7. A method of enabling/disabling a mechanism for dynamically assigning 
network addresses on a network, said mechanism being integrated into a 
network modem device, the method comprising: . 

detecting a presence of a dynamic address assignment server on the 
network, and 

disabling said integrated mechanism when said server is detected. 

8. The method according to claim 7, wherein said device is a digital 
network modem. 

9. The method according to claim 8, wherein said device is an ISDN 
modem. 

10. The method according to one of claims 7 to 9, wherein said integrated 
mechanism provides a DHCP server function. 

11. The method according to claim 10, wherein said detecting comprises 
broadcasting from said device onto said network a DHCP discover message 
and listening to a response to detect said presence of said server. 

12. The method according to one of claims 7 to 11, further comprising: 
checking the availability of addresses on the network after power on and 

loss of memory of previously dynamically assigned addresses; 

storing the used addresses in a store of unknown used addresses; 

selecting new addresses not stored in response to a request for a 
dynamically assigned address; and 
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removing an address from said store of unknown used addresses when a 
client having one of said addresses in said store of unknown used addresses 
requests a dynamically assigned address. 
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CLAIMS 1.6 

The present application relates to a network modem device and to a method for 
dynamically assigning network addresses on a LAN. 

Prior art document EP-A-0 843 440 discloses a method which controls a network 
device on a local area network to operate as a list manager which maintains a list 
of device addresses (dynamic addresses) for the LAN. The method determines 
whether a list manager is operating on the LAN, and in case of detecting such a 
list manager, controlling the network device to operate only as a slave on the LAN, 
and when no list manager is detected on the LAN, controlling the network device 
to operate as the list manager for the LAN. 

In order to prevent confusion with an existing dynamic host configuration protocol 
(DHCP) server on the LAN, the solution proposed by the present application and 
in particular by the apparatus and method according to claims 1 and 6 respective- 
ly, provides an autosense mechanism to detect the existence of a DHCP server 
on the LAN and to disable the internal, built-in DHCP mechanism when said ser- 
ver is detected. At power-on, the network modem device checks the availability of 
addresses in use on the network prior to operation. Addresses in use are placed 
in a list in a store of unknown addresses, and are not assigned to clients reques- 
ting DHCP addresses. When a DHCP client requests an address and has as its 
current address one of the addresses on said list, the current address is removed 
from the list. 

This specific concept as defined by the combination of features of claim 1 or 6 res- 
pectively, is not to be taken or obviously derived from one of the documents cited 
in the International Search Report in the sense of Rule 33(1) PCT. 

The requirements of Article 33 PCT are therefore fulfilled for these independent 
claims. 
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Dependent claims 2 to 5 and 7 to 10 contain further details of the network modem 
device of claim 1 and the enabling/disabling method of claim 6 respectively. As 
they are dependent on these claims, they also satisfy the requirements of Article 
33 PCT. 
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The following deficiencies are found in the application: 

a) The claims do not meet the requirements of Rule 6.2b PCT in that they do not 
contain reference signs. 

b) Independent claims 1 and 6 do not meet the requirements of Rule 6.3b PCT in 
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such networks. While computer networks were very uncommon a few years ago 
for home users, it is now economically feasible and desirable to interconnect 
computer devices in a home environment Any simplification of the task of 
network management is important from the perspective of both increased 
5 reliability and reduced training for the network manager. DHCP therefore offers 
many practical advantages in managing a network, even for relatively small 
networks found in homes or small and medium businesses. While some network 
administrators have taken the time to obtain and install DHCP, many others have 
not, particularly in home and small business environments. 

10 

While it would be advantageous to provide a DHCP server function integrated 
with a component to be added to a network, such as a digital network modem, for 
those who would benefit from a DHCP, it is imperative to avoid installing two 
DHCP servers on the same network, since the result would be confusion and 
15 malfunction. Furthermore, having to choose between one modem including 
DHCP functionality and another modem without DHCP requires the 
manufacture, distribution and stocking of separate types of modems, and 
complicates the purchasing choice. 

20 European Patent Application No. 0 843 440 to Danknick, Dan and entitled 
,r Network Device Which Maintains A List Of Device Addresses 1 ' describes a 
method which controls a network device on a local area network to operate as a 
list manager which maintains a list of device addresses for the LAN. It detects if 
a list manager is operating on the LAN and if so, controls the device to operate as 

25 a slave. If not, the device becomes the list manager on the LAN for the various 
devices on the LAN. 

Summary of the Invention 

It is therefore an object of the invention to provide in a digital network modem 
30 (i.e. a router or gateway device) a mechanism for dynamically assigning network 
addresses on a LAN, such as DHCP, which mechanism has an auto-sense feature 
to automatically shut itself off when the modem detects that a similar device is 
present on the LAN. 

35 According to the invention, there is provided a network modem device 
comprising an integrated mechanism for dynamically assigning network 
addresses on a network, the network modem device being characterized in that it 
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comprises: a controller circuit detecting a presence of a dynamic address 
assignment server on the network; an interrupter disabling the integrated 
mechanism when the controller circuit detects the server; and a memory store of 
unknown used addresses; wherein the integrated mechanism comprises: a start- 
5 up mechanism checking the availability of addresses on the network and placing 
used addresses in the memory store of unknown used addresses; an address 
manager selecting new addresses not included in the store of unknown used 
addresses, and removing addresses from the store of unknown used addresses 
when a client having one of the addresses in the store of unknown used addresses 
10 requests a dynamically assigned address. 

The invention also provides a method of enabling/disabling a mechanism for 
dynamically assigning network addresses on a network, the mechanism being 
integrated into a network modem device, the method comprising: detecting a 

IS presence of a dynamic address assignment server on the network; and disabling 
the integrated mechanism when the server is detected; checking the availability 
of addresses on the network after power on and loss of memory of previously 
dynamically assigned addresses; storing the used addresses in a store of unknown 
used addresses; selecting new addresses not stored in response to a request for a 

20 dynamically assigned address; and removing an address from the store of 
unknown used addresses when a client having one of the addresses in the store of 
unknown used addresses requests a dynamically assigned address. 

It is yet another object of the invention to provide a mechanism for dynamically 
25 assigning network addresses on a LAN, such as DHCP, which is able to handle a 
rc-initialization, for example as a result of being turned off and on, without 
disrupting any clients on the network. According to this feature, the mechanism 
for dynamically assigning network addresses pings all addresses within its range 
at power on. The mechanism then reserves any addresses which have responded. 
30 New clients requesting dynamic addresses are assigned new addresses within the 
range, and existing clients request a new address periodically. When an existing 
client having one of the reserved addresses requests a new dynamic address, the 
address is removed from the list of unknown and reserved addresses. 
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CLAIMS 



1. A network modem device comprising an integrated mechanism for 
dynamically assigning network addresses on a network, the network modem 
S device being characterized in that it comprises; 

a controller circuit detecting a presence of a dynamic address assignment 
server on the network; 

an interrupter disabling said integrated mechanism when said controller 
circuit detects said server, and 
10 a memory store of unknown used addresses; 

wherein said integrated mechanism comprises 

a start-up mechanism checking the availability of addresses on the 
network and placing used addresses in said memory store of unknown used 
addresses; 

1 5 an address manager selecting new addresses not included in said store of 

unknown used addresses, and removing addresses from said store of unknown 
used addresses when a client having one of said addresses in said store of 
unknown used addresses requests a dynamically assigned address. 

20 2. The device according to claim 1, wherein said network modem device is a 
digital network modem. 

3. The device according to claim 2, wherein said network modem device is 
an ISDN modem. 

25 

4. The device according to one of claims 1 to 3, wherein said integrated 
mechanism provides a DHCP server function. 
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5. The device according to claim 4 3 wherein said controller circuit broadcasts 
a DHCP discover message on the network and listens to a response to detect said 
presence of said server. 



5 6. A method of enabling/disabling a mechanism for dynamically assigning 
network addresses on a network, said mechanism being integrated into a network 
modem device, the method comprising: 

detecting a presence of a dynamic address assignment server on the 
network; and 

10 disabling said integrated mechanism when said server is detected; 

checking the availability of addresses on the network after power on and 
loss of memory of previously dynamically assigned addresses; 

storing the used addresses in a store of unknown used addresses; 
selecting new addresses not stored in response to a request for a 
15 dynamically assigned address; and 

removing an address from said store of unknown used addresses when a 
client having one of said addresses in said store of unknown used addresses 
requests a dynamically assigned address. 

20 7. The method according to claim 6, wherein said device is a digital network 
modem » 

8. The method according to claim 7, wherein said device is an ISDN modem. 

25 9. The method according to one of claims 6 to 8, wherein said integrated 
mechanism provides a DHCP server function. 

10. The method according to claim 9, wherein said detecting comprises 
broadcasting from said device onto said network a DHCP discover message and 
30 listening to a response to detect said presence of said server. 
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